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Leading Gaming Company  
Extends MFA Protection  
to Core Legacy Applications  
and Bridges On-Prem Resources  
to Entra ID with Silverfort 
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Silverfort and Company

Quick Facts

Challenge
The gaming company needed to apply 
end-to-end multi-factor authentication 
(MFA) protection to all users and core 
legacy business applications.

Protected Environment
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Customer Overview 

About

This leading gaming company develops immersive free-to-play social and mobile games 
and boasts a diverse portfolio that offers something for every player. Leveraging decades 
of entertainment and gaming expertise, along with extensive resources for marketing and 
cross-promotion, their mission is to entertain the world by offering infinite ways to play.

Environment

The company’s environment includes ten legacy on-prem applications, five of which are 
core business applications. Their legacy business applications include financial and analytics 
applications that carry customer information. In addition, their environment consists of 
domain controllers, network infrastructure, certificate authority servers, file shares, and 
approximately 1,000 service accounts. 

Challenge

The company had to implement MFA protection across all users and resources in 
its environment to meet the PCI DSS compliance framework’s MFA requirements. The 
company also sought to enhance its security posture by adding MFA to all admin accounts. 
When an employee requested access to a business application, there was no MFA protection 
in place to verify the identity of the user. Additionally, the company needed to improve 
visibility and protection of its service accounts. 

Finding the Right Partner 
As a result of their growing identity security challenges and the rapidly evolving threat 
landscape, the company’s IT security team sought a scalable solution that would help them 
comply with PCI DSS MFA requirements, while providing advanced MFA protection and 
complete visibility into their service accounts. 

After meeting Silverfort at a security conference, they ran a demo and proof of concept and 
quickly identified the Silverfort platform as the most appropriate solution for addressing 
their MFA protection needs. The deployment took one month, during which they enrolled over 
1,000 employees, 1,000 service accounts and 10 critical business applications with the proper 
security controls.
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Challenge

Needed to Comply with PCI DSS  
MFA Requirements 

The company needed to comply with PCI DSS MFA 
requirements, which would result in a significant 
overhaul of its identity security controls. To comply, 
the organization needed to implement MFA 
protection and security controls for all users, including 
administrator accounts, reinforce access controls, 
and mitigate the risk of unauthorized access. The 
challenge of PCI DSS compliance was a major 
initiative for the company.

Achieving PCI DSS Compliance  
with Silverfort

By implementing robust MFA protection across 
all resources and users, the company significantly 
bolstered its overall identity security posture. By 
adding security controls to every user access request 
for core applications, the company has not only 
strengthened its security but also streamlined 
its compliance framework processes. By taking 
this strategic approach, the PCI DSS compliance 
requirements were met quickly and easily, underlining 
the company’s commitment to safeguarding sensitive 
data and maintaining regulatory compliance.

Solution

Challenge 1: Comply with Industry Regulations
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Challenge Solution

Domain Admin Accounts Needed  
MFA Protection   

To enhance their security posture, the company 
needed to implement additional security controls, 
including MFA protection for their highly privileged 
domain admin accounts. Since these accounts have 
elevated privileged access, they frequently interact 
with critical legacy business applications, making 
them potential targets for malicious actors. By 
protecting all domain admin accounts with MFA, 
the company created an extra layer of security by 
requiring these admin users to verify their identities 
more frequently before gaining access to  
different applications.

Protecting All Domain Admins  
with MFA

As a result of the deployment of Silverfort, the 
company configured and applied a user access 
policy for all domain administrators. Their Silverfort 
MFA policy rules would trigger an MFA prompt once 
an hour to verify the user’s identity. This policy was 
specifically designed to protect domain admin access 
requests to the company’s domain controllers. Once 
the policy was applied, all domain admin accounts 
were protected with the appropriate security controls. 
Following the policy’s success, the company began to 
implement additional policies to protect user access 
across its systems. 

Challenge Solution

The company’s LDAP protocol policy requires all access requests by domain  
admin accounts to be verified with MFA. During LDAP authentications, they see  

which application the admin is trying to access and the IP address of users.

Challenge 2: Protecting Privileged Admin Accounts  
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Challenge Solution

This policy automatically denies access to any inactive account to whom  
this policy is assigned. If an account under the policy was compromised,  

it would block any threat actor from using it for malicious access.

Preventing Access for  
Inactive Accounts

The company needed to implement stringent security 
controls for inactive accounts, particularly those 
associated with terminated employees who might 
have access for a short period of time. These accounts 
should not be able to access or authenticate to any 
resource. As such, the company must use security 
controls to ensure they are completely removed 
and denied access to any resources. If not properly 
managed, these accounts may pose a security risk, 
despite their inactive status. 

All Inactive Users Are  
Automatically Denied Access 

The company took proactive measures to enhance 
its security posture by configuring and applying 
a ‘deny access’ policy specifically targeted at a 
group of inactive users. Despite these users typically 
not having any access privileges, the company 
recognized the potential risk they could pose if not 
properly managed. The policy rules were designed 
to automatically deny any access requests from 
these users, effectively eliminating the possibility of 
unauthorized access. This proactive approach served 
as an additional layer of protection, reinforcing 
the company’s commitment to securing its critical 
resources and environment.

Challenge Solution

Challenge 3: Denying Access to Inactive Accounts  
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Challenge Solution

The company’s service accounts dashboard in Silverfort displays all  
detected service accounts, including name, source, destination, number of  

authentications, risk score, baseline change and other account info. 

Limited Visibility of Service Accounts

With approximately 1,000 service accounts, the 
company knew they needed enhanced visibility into 
their activities. Due to their critical operational role as 
well as the potential security risks  associated with 
these accounts, the organization sought real-time 
insights into the activity of the accounts to enhance 
security measures. The company aimed to monitor 
and understand their service accounts’ behavior, 
particularly those interacting with critical systems 
and data.

Complete Service Account Protection

With Silverfort, the company gained real-time 
monitoring and comprehensive visibility into the 
activities of its 1,000 service accounts, including 
source, destination and last used. Additionally, the 
company has placed virtual fencing around each 
service account to ensure they are protected. These 
are complemented by access policies unique to 
each service account. Taking a proactive approach 
to service account security helped the company to 
monitor all service account activities in real time, 
providing a clear and detailed view of their behaviors.

Challenge Solution

Challenge 4: Visibility into Service Accounts
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Challenge Solution

The company can view all its applications in its Entra ID console, including the applications they 
have bridged with Silverfort. The bridged applications are marked with the Silverfort logo.

On-Prem Environment Did Not 
Support Entra ID Security Controls

The company wanted to extend its Entra ID security 
controls uniformly to all on-prem resources and policies 
in its entire environment. While Entra ID effectively 
protected the company’s cloud environment with 
conditional access and MFA capabilities, extending 
this protection to their on-prem environment was a 
challenge. As a result, the company’s security team 
faced a critical gap because the existing authentication 
protocols used by these on-prem resources did not 
inherently support Entra ID. The company recognized 
how important it was to close this gap by extending 
Entra ID’s security controls across its hybrid 
environment to ensure comprehensive user protection 
and streamlined authentication processes.

Bridges On-Prem Resources  
to Entra ID

The company used Silverfort to bridge three  
on-prem applications and extend their Silverfort 
policies to Entra ID. This integration allowed the 
company to apply Entra ID’s robust security controls 
to these on-prem resources, thereby enhancing their 
overall security posture. The company was very happy 
with the manual bridging process and the resulting 
unified sign-in method for both on-prem and cloud 
resources. This integration not only simplified the 
authentication process for their users but also 
ensured a consistent level of security across  
all resources.

Challenge Solution

Challenge 5: Extending Entra ID Controls to On-Prem
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About Silverfort

Silverfort has pioneered the first-ever Unified 
Identity Protection platform, which protects 
enterprises against identity-based attacks 
that utilize compromised credentials to access 
enterprise resources. Using innovative agentless 
and proxyless technology, Silverfort natively 
integrates with all existing IAM solutions to 
extend secure access controls such as Risk-Based 
Authentication and MFA across all on-prem and 
cloud resources. This includes assets that could 
never have been protected in this way before, 
such as homegrown/legacy applications, IT 
infrastructure, file systems, command-line tools, 
machine-to-machine access, and more. Silverfort 
continuously monitors all access attempts by 
users and service accounts, and analyzes risks 
in real time using an AI-based engine to enforce 
adaptive access policies. 

To learn more, visit silverfort.com

Moving Forward
In the years since Silverfort has been deployed, the company has continued to improve its security 
posture. From deploying MFA protection to more users, enhancing security controls and monitoring 
service accounts in real-time, to bridging more on-prem applications to Entra ID, the company was 
delighted with Silverfort’s identity security platform. Since deployment, the company and Silverfort 
have also worked together to enhance the Silverfort offering. As part of its partnership with Silverfort, 
the company provides product feedback and participates in internal and  
customer workshops. 

Implementing the right identity security controls involves careful planning, but as we’ve seen in this 
case study, the results will benefit all stakeholders. Although this project with Silverfort was initiated 
for compliance reasons, it quickly became clear that its objective was to solidify the identity aspects 
of its security posture. In addition to having established a robust set of security measures to mitigate 
any identity threats they may encounter, they also now have a solution that protects their entire user 
base, which allows them to be more efficient in their work.

https://www.silverfort.com/

